Commercial-in-Confidence		2
		29
[image: ]
[bookmark: _Hlk81391056][image: A picture containing engineering drawing

Description automatically generated]Digital Continuity 2020 Policy 
Report on implementation by the Australian Government  agencies 

[bookmark: _Hlk81391048][bookmark: _Hlk81391049]
National Archives of Australia

Digital Continuity 2020 Policy
Report on implementation by the Australian Government agencies

[image: ]



November 2021

Executive Summary

The National Archives of Australia issued the Digital Continuity 2020 (DC2020) Policy in 2015 in accordance with its legislated power to specify requirements for Australian Government information management. Consistent with themes and recommendations of the 2019 Australian Public Service Review, under the DC2020 policy agencies had to integrate robust digital information management into all government business processes to support digital transformation, efficiency, innovation, information re-use and accountability. 
The DC2020 Policy applied to all Australian Government entities, including government business enterprises. It covered government information, data and records in both digital and non-digital formats, as well as systems, services and processes.
The policy required agencies to meet targets around three principles:
1. Information is valued
2. Information is managed digitally
3. Information, systems and processes are interoperable.
The policy recommended 10 actions that agencies could take and set a number of interim targets leading to implementation of the policy.
For over a decade, the National Archives has surveyed Australian Government agencies to assess their information management capability maturity.[footnoteRef:1] Completion of the Check-up survey was a mandatory requirement of the DC2020 policy for all Australian Government entities and required approval by the agency heads before submission to the National Archives. [1:  The surveys rely on self-assessments by government agencies, with approval by the accountable authority.] 

The survey data highlighted a significant transition from a period where agencies largely relied on paper-based records management systems to a widespread application of contemporary digital information and data management systems and practices.
The last survey (Check-up PLUS 2020) was conducted between December 2020 and April 2021, coinciding with the conclusion of the Digital Continuity 2020 (DC2020) Policy (2015-2020). This survey provides a timely gauge of the current state of information and data management in Australian Government agencies and the progress made under DC2020 Policy. 

The 2020 survey also occurred in the context of the COVID-19 pandemic – a period of unprecedented challenges for agencies which were required to meet emerging community and government priorities and manage their business in an environment involving greater reliance on digital information exchange by geographically dispersed workforces.



Overall information management maturity levels
Agencies were expected to implement policy requirements by December 2020, and the National Archives had delivered a program of products and advice to support agencies to achieve the policy objectives. 
The 2020 Check-up survey showed that agencies have made considerable progress in implementation of better practice information and data management over the five years that DC2020 was in operation. Ninety-two per cent of Australian Government agencies are now achieving at least an ‘adequate’[footnoteRef:2] overall information management maturity level, compared with 55% in 2014. [2:  This includes agencies with the overall maturity index of 3, 4 and 5, that indicate that information management processes on average are effected often, usually/most of the time, almost always/always.] 

Despite this progress, the survey also highlights that there are still a considerable number of agencies that are yet to consistently implement key information governance principles and practices. Only 6% of agencies recorded the highest overall information maturity level of 5, indicating better practice activities are undertaken ‘almost always or always’ on average. 
The survey also indicated that there were 13 agencies (8%) that recorded an ‘inadequate’ overall information maturity level of 2, indicating better practice activities are only implemented ‘sometimes’ on average.
Enablers and barriers to information management maturity
Analysis of the variation in maturity levels between agencies highlighted several potential enablers and barriers to higher information management maturity. In particular, higher maturity was strongly associated with whether agencies had a range of key governance processes in place, including:
· information and data management policies – 85% of agencies that had implemented 10 key information and data management policies recorded high information management maturity ratings of 4 or 5, compared with only 18% of agencies that had implement less than four of these policies; and
· a formal governance mechanism to ensure information management requirements are considered for all agency information management decisions – 66% of agencies with such a mechanism in place recorded high information management maturity ratings, compared with 24% of agencies without a formal governance mechanism. 
Management of digital information and data

A sharp increase has occurred in the proportion of agencies that report managing information digitally by default from 30% in 2010 to 92% in 2020. This has contributed to and coincided with a rapid increase in the volume of digital information and data being created and managed by Australian Government agencies. The volume of digital information and data held by agencies recorded an average growth of over 180% per year between 2010 and 2020.

The survey also showed that almost three quarters of digital records are being kept in uncontrolled environments[footnoteRef:3]. This highlights the challenges and risks faced by agencies in managing the rapid growth in digital information and data volumes. [3:  The proportion of ‘uncontrolled’ records is defined as the share of records held by agencies with unknown Retain as National Archives (RNA) status.] 

Progress in implementing DC2020

The 2020 Check-up PLUS survey showed that a high proportion of agencies had implemented the recommended actions within two of the three principles of DC2020. Over 90% of agencies recorded adequate maturity in implementing the recommended actions within principle 1: information is valued and principle 2: information is managed digitally.

The survey also showed, however, that there was considerably more scope for improvement in implementation of the recommended actions with principle 3: information, systems and processes are interoperable. Over one quarter of agencies recorded ‘inadequate’ maturity in several key areas within this principle, including: 
· adopting relevant metadata standards at the appropriate level;
· collecting metadata in line with the Information Management Standard; and
· ensuring new or updated business systems and services have the capacity to manage information in place for its whole life.
Impact of DC2020 on agencies’ ability to meet their information management functions during COVID-19
The COVID-19 pandemic provides an important case study of the impact of effective information and data management on agencies’ ability to respond to external shocks to their operating environment and continue to deliver outcomes efficiently and effectively.

The survey showed that 40% of agencies indicated that the DC2020 Policy had a positive impact on their ability to respond to the impact of COVID‐19 on their information management processes and activities. These agencies indicated that implementing the policy prior to the pandemic allowed them to continue to operate as normal or to pivot their arrangements with relative ease, particularly in transitioning staff to remote working. 

In contrast, several agencies indicated their progress in implementing DC2020 had been adversely affected by the need to re-prioritise to address the impacts of COVID-19 and having to work remotely (e.g. reducing their ability to digitise physical records). 

These experiences suggest that having effective information and data management policies and practices already in place can help agencies react to external shocks, and continue to deliver their core outcomes. It also highlights the benefits of continual progressive implementation of these policies and practices, as it is often difficult or impractical to do so during a period of significant disruption. 
Supporting organisations to improve their information management maturity
A comparison of survey results and agency characteristics between the ten highest maturity agencies (those with a maturity level of 5) and the thirteen lowest maturity agencies (those with a maturity level of 2) highlights potential opportunities to target assistance and support to agencies with the most scope for improvement.

This analysis shows that one of the key differences between these agencies is consistency of implementation of better practice strategies and policies. While the high maturity agencies recorded at least adequate ratings across all domains, the lowest maturity agencies had mixed results – while most of these agencies recorded adequate maturity in the digital operations (85%) and information creation (69%) domains, less than 10% recorded adequate maturity in interoperability (8%) and disposal (0%).

There were also large differences in ratings between these groups of agencies in their implementation of the governance practices identified as key enablers of higher maturity.  This was most notable in implementation of information management policies (100% of high maturity agencies had at least 7 of these policies in place, compared with 15% for low maturity agencies) and having a formal mechanism for information management decisions (100%, compared with 8%). The highest maturity agencies were also more likely to work digitally by default (100%, compared with 77%) and to have their digital information and data in a controlled environment (96% compared with 0%).

Conclusion

The Check-up PLUS survey suggests that the most effective way to improve maturity in general and amongst the cohort of low maturity agencies may involve facilitating the implementation of key governance strategies and processes that require a holistic approach to information and data management. 

With over 90% of agencies now meeting minimum maturity standards on average, the challenge in the years ahead involves supporting a more consistent application of better practice information strategies within agencies and more regular consideration and prioritisation of information management issues amongst agency decision makers. In addition, assistance should also be targeted to better understand and address the specific barriers to interoperability and disposing of information amongst agencies, as these areas represent the largest compliance gaps overall and are issues that lower maturity agencies particularly struggle with.
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Background

The Digital Continuity 2020 (DC2020) Policy[footnoteRef:4] was the National Archives of Australia’s information policy between October 2015 and December 2020. This policy built on progress made by the Digital Transition Policy 2011[footnoteRef:5] (2011-2015) and laid the foundation for the current policy Building trust in the public record: managing information and data for government and community[footnoteRef:6], which came into effect on 1 January 2021.  [4:  Digital Continuity 2020 Policy | naa.gov.au]  [5:  Digital transition policy | naa.gov.au]  [6:  Building trust in the public record policy | naa.gov.au] 


The DC2020 Policy supported the Australian Government's digital transformation and e-government initiatives. It operated under the principle that agencies that understand and fully realise the benefits of their assets – information, technology, people and processes – will deliver better and more efficient services to Australians.

The policy aimed to facilitate the integration of information governance principles and practices into the work of agencies and their governance arrangements to:
· deliver better and more efficient services;
· enable information and data sharing and reuse for economic and social benefits;
· protect the rights and entitlements of Australians; and
· enable digital transformation initiatives.

The policy promoted a consistent approach to information governance across the Australian Government and within individual agencies. It applied to government information, data and records, as well as systems, services and processes, including those created or delivered by third parties on behalf of Australian Government agencies.

The policy was built on three principles:
· information is valued;
· information is managed digitally; and
· information, systems and processes are interoperable.

This report summarises agencies’ progress towards the objectives of the DC2020 Policy based on the findings of the 2020 Check-up PLUS survey and previous Check-up surveys.

About Check-up PLUS

Check-up PLUS is a survey of Australian Government agencies'[footnoteRef:7] completed on an annual basis that measures agencies’ self-assessment of their maturity and performance in information and data management. Check‐up PLUS is structured to align with the National Archives’ Information Management Standard, which was developed to assist Australian Government agencies to create and manage business information effectively. The Information Management Standard is consistent with the key concepts and principles of Australian Standard AS ISO 15489.1 (2017) – Records Management. Check-up PLUS includes the collection of agency maturity ratings against six information management domains:  [7:  Check-up PLUS is completed by all Australian Government agencies that were subject to the DC2020 Policy and that have primary responsibility for their records management regime. ] 

· Information Governance;
· Information Creation;
· Interoperability;
· Storage;
· Disposal; and
· Digital Operations.

Check-up PLUS is completed and coordinated by the person (or people) within agencies with responsibility for information management, with assistance from other areas. Responses are validated and approved by the head of agency prior to submission to National Archives.

The survey uses a five-point rating scale to measure the maturity of agencies against 74 measures grouped under the above domains – agencies rate their maturity from Level 1 maturity (they undertake the specified better practice activities ‘rarely or never’ – up to 20% of the time) to Level 5 (they undertake these activities ‘almost always or always’ – more than 80% of the time). 

Several questions within these domains allow measurement of agencies’ progress towards the DC2020 objectives, including most of the 10 recommended actions for agencies under the three DC2020 principles. 

The 2020 Check-up PLUS survey was conducted between December 2020 and April 2021. This followed previous Check-up PLUS surveys conducted in 2018 and 2019. A total of 169 agencies responded to the 2020 survey, representing a response rate of 96%, which was in line with response rates of 98% in 2019 and 97% in 2018. 

Other related National Archives surveys (including Check-up Digital, Check-up 2.0 and Check-up) have been conducted for over 10 years. Selected results from these surveys have been included in this report where they can be compared with the 2020 Check-up PLUS results. Please note, any comparisons prior to 2018 should be interpreted with caution due to changes in the wording of questions and differences in response options provided to agencies.
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The 2020 Check-up PLUS survey showed that agencies have made considerable progress in implementation of better practice information and data management over the five years that DC2020 was in operation. 
The vast majority of Australian Government agencies are now achieving at least an ‘adequate’ information management maturity level, representing a strong improvement from the situation prior to DC2020. Figure 1 shows that the proportion of Australian Government agencies that achieved an ‘adequate’[footnoteRef:8] overall information management maturity level increased strongly from 55% of agencies in 2014 to 92% of agencies in 2020[footnoteRef:9]. [8:  ‘Adequate’ overall information management maturity is defined as recording a maturity score of at least 3 out of 5 on average across the relevant information management domain(s).]  [9:  Comparisons of maturity levels prior to 2018 should be interpreted with caution due to changes in the wording of questions and differences in response options provided to agencies.] 

Despite this progress, the survey also highlights that there are a considerable number of agencies that are yet to consistently implement key information governance principles and practices and continue to face significant challenges in the digital environment.
[bookmark: _Ref81907992]Figure 1: Proportion of agencies that recorded adequate overall information management maturity
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Figure 2 shows that most of the 92% of agencies that recorded at least ‘adequate’ overall information management maturity achieved either a maturity level of 3 (indicating that they undertake the specified better practice activities ‘often’ – 41%-60% of the time) or a maturity level of 4 (indicating they undertake these activities ‘usually / most of the time’ – 61%-80% of the time). Only 6% of agencies recorded the highest overall maturity level of 5 (indicating these activities are undertaken ‘almost always / always’ – more than 80% of the time).

This figure also shows that all 8% of agencies that recorded ‘inadequate’ overall maturity achieved a maturity rating of 2, indicating that they only ‘sometimes’ undertake the better practice activities (21%-40% of the time). 

[bookmark: _Ref81940786]Figure 2: Overall distribution of agency maturity levels in 2020
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	* No agencies recorded a maturity level of 1 in 2020.
	Base: n=169 agencies.

Figure 3 on the following page shows that the high proportion of agencies recording at least adequate information management maturity at an overall level was underpinned by very high proportions of agencies recording at least adequate maturity levels within the information creation and digital operations domains (both 97%). There was, however, considerably more scope for improvement in several of the other domains, particularly disposal of information (where 34% of agencies recorded inadequate maturity levels) and interoperability (where 22% of agencies recorded inadequate maturity).

The areas for improvement regarding disposal of information assets remain widespread, albeit showing gradual improvement over recent years. These areas include:
· establishing consistent governance arrangement to identify, dispose and transfer information assets;
· ensuring consistent application of various business processes to manage information in digital format, such as digital authorisations and approvals; and
· automating identification and destruction of low value and low risk information.
Key areas for improvement within the interoperability domain relate to:
· adopting relevant metadata standards at appropriate levels;
· managing metadata using a metadata repository or register; and
· undertaking discovery and indexing activities using data catalogues, registers or indexes.

[bookmark: _Ref81983071]Figure 3: Proportion of agencies that recorded adequate information 
management maturity in 2020 by domain
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	Base: n=169 agencies.


Key enablers and barriers to information management maturity

As shown above, while most agencies have recorded an acceptable level of overall information management maturity, there is considerable variation between individual agencies regarding how consistently these strategies and practices are followed within their agency, particularly within certain domain areas. Analysis of this variation in maturity ratings shows that agencies that have certain information management policies and governance processes in place are much more likely to record higher maturity levels. It also shows that maturity levels vary between cohorts of agencies with different underlying characteristics. These enablers and barriers to maturity are examined below.

Implementation of information management policies and governance processes 

The Check-up PLUS survey suggests that implementation of relevant governance policies and practices are strongly associated with higher information and data management maturity levels and provide a sound foundation for the implementation of effective and efficient information and data management practices. 

The arrangements most strongly associated with higher maturity levels included:
· implementation of information and data management policies – 100% of agencies that had implemented 10 key information and data management policies[footnoteRef:10] recorded at least adequate overall information and data management maturity, compared with only 59% of agencies that had implemented less than four of these policies; and [10:  These policies were Information management policy; Information governance and management strategy; Information security policy; Open access to information policy; Confidentiality, Privacy or Data protection strategy and disclosure policy; Information risk management strategy; Agency specific records authorities; Accountable disposal policy and procedures; Data policy and data management strategy; and Enterprise-wide information architecture.] 

· Furthermore, 85% of agencies that had implemented all of these policies recorded high overall maturity ratings of 4 or 5, compared with only 18% of those that had implemented less than four of these policies.
· implementation of a formal mechanism, such as an information governance committee, to ensure information management requirements are considered when making decisions.
· All 10 of the agencies that recorded the highest maturity rating of 5 had a formal mechanism in place for all agency information management decisions.
· Sixty-six per cent of agencies with a formal mechanism in place for all agency information management decisions recorded overall maturity ratings of 4 or 5, compared with 24% of other agencies[footnoteRef:11]. [11:  ‘Other agencies’ include agencies with a formal mechanism in place that only considered ICT-related matters, agencies where a mechanism was planned but not fully implemented and those without a mechanism.] 


In addition, there was a positive relationship (albeit weaker than with the above arrangements) between higher overall information management maturity and having the following governance processes and factors in place:
· a Chief Information Governance Officer (CIGO) – 92% of agencies with a CIGO at a senior executive service (SES) level and 96% with a CIGO below SES level recorded at least adequate information maturity, slightly above the 88% rate for agencies without a CIGO;
· senior management support for digital information management as a business priority – 98% of agencies that indicated this was always / almost always the case recorded at least adequate maturity, compared with 86% of other agencies; and
· having undertaken an information management audit recently – 100% of agencies that had conducted such an audit in the last 2 years and 96% of those that had conducted an audit 2-5 years ago recorded adequate information management maturity, compared with 83% of agencies that had not undertaken such an audit in the last 5 years.

Agency characteristics
The underlying characteristics of agencies did not appear to have as large an impact on information management maturity as the above governance factors, suggesting that higher maturity is more associated with factors within the control of agencies than fixed factors. That said, analysis of agencies’ survey data shows that there were a few characteristics associated with moderate levels of variations between agencies. The most prominent of these included differences in:
· functional roles – smaller operational organisations (70%) and corporate and commonwealth entities or companies (79%) were less likely to record at least adequate information maturity than agencies in other functional groups, particularly policy, regulatory and scientific or research agencies (all 100%). Domain areas that recorded comparatively low maturity amongst these agencies compared to other functional categories included governance, interoperability and disposing; and
· whether agencies characterised themselves as data centric – almost all agencies (97%) with a high level of business functions that centre around data recorded at least adequate overall information maturity, compared with 78% of those that did not consider their agency to be data centric. The largest difference in maturity between these agencies was recorded in the interoperability domain (91% of data centric agencies recorded adequate or higher maturity in the area, compared with 59% of non-data centric agencies).

The survey showed overall maturity ratings did not vary significantly between agencies that were subject to machinery of government changes in the previous 12 months and between those with different location profiles (e.g. offices in single locations, compared with agencies across multiple locations in Australian and/or overseas). 

In general, the survey also showed limited variation in average information maturity ratings by agency size. In fact, all of the ten agencies that recorded the highest overall information maturity in 2020 were micro (11-100 employees) or small (101-250 employees) sized agencies, suggesting that smaller size does not preclude high information management maturity. The only domain aspect which did demonstrate an increased maturity by agency size was interoperability. The aspects of interoperability that recorded the most variation by agency size included: 
· adopting and managing metadata standards – where adequate maturity ratings ranged from 57% for nano (1-10 employees) and micro agencies to 77% for large agencies;
· adopting standardised data models – where adequate maturity ratings ranged from 50% for nano agencies and 44% for micro agencies to 72% for large agencies; and
· undertaking data discovery and indexing activities using data catalogues, registers or indexes – where adequate maturity ratings ranging from 40% for nano agencies and 42% for micro agencies to 67% for large agencies.



Management of digital information and data

A sharp increase has occurred over the last decade in the proportion of agencies that report managing information digitally by default – rising from 30% in 2010 to 74% in 2015 and 92% in 2020[footnoteRef:12]. This transition has contributed to and coincided with a rapid growth in the volume of digital information and data being created and managed by Australian Government agencies.  [12:  The 2018 to 2020 Check-up PLUS surveys defined managing data digitally by default as agencies indicating they create, store and manage information digitally either usually (61-80% of the time) or always (over 80% of the time). Previous surveys defined this concept as having over 70% of all information created digitally.] 


Figure 4 shows that the volume of digital information and data held by agencies has more than doubled over the last two years, rising from just over 95 petabytes to almost 200 petabytes. This continues a strong trend increase in digital information and data holdings, which have recorded an average growth of over 180% per year since 2010. 
This figure also shows that almost three quarters of digital records are currently being kept in uncontrolled environments[footnoteRef:13]. This highlights the challenges and risks faced by agencies in managing the rapid growth in digital information and data volumes and the growing importance of more consistent application of better practice information and data management practices across agencies. [13:  The proportion of ‘uncontrolled’ records is defined as the share of records held by agencies with unknown Retain as National Archives (RNA) status.] 


[bookmark: _Ref81944199][bookmark: _Hlk81982386]Figure 4: Volume of digital information and data held by agencies 2010-2020
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Agencies’ progress in implementing the DC2020 principles and recommended actions

To assess progress towards implementation of the DC2020 policy, this section explores the maturity of agencies against the subset of 14 maturity measures assessed within Check-up PLUS that were most directly linked to the principles within the policy and their associated recommended actions.

[bookmark: _Hlk82859250]As shown in Figure 5, a high proportion of agencies had implemented principle 1: information is valued and principle 2: information is managed digitally to at least an adequate compliance level by the end of 2020, while there was considerably more scope for improvement in implementation of principle 3: information, systems and processes are interoperable.

[bookmark: _Ref82067220]Figure 5: Proportion of agencies that recorded adequate information management maturity for the three DC2020 principles.
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[bookmark: _Toc81982859]Principle 1 – Information is valued
Ninety-three per cent of agencies recorded adequate maturity in implementing principle 1: information is valued of DC2020. This indicates that the vast majority of agencies are at least often creating and managing information appropriately; have an information governance framework in place that allows them to manage their information; and employ appropriately skilled information management staff to ensure their information responsibilities are being met. 

Figure 6 on the following page shows that a high share of agencies recorded adequate maturity (ratings of at least ‘often’) across most measures within the five recommended actions under principle 1, with particularly high rates of implementation for:
· completing the 2020 Check-up PLUS survey (96%) within recommendation 1: information governance reporting; and
· senior management support for digital information management as a business priority (96% at least often) within recommended action 3: agencies have an information governance framework.

The figure also shows that more scope for improvement exists regarding recommended action 4: agencies manage their information assets for as long as they are required. Over one-fifth of agencies recorded ‘inadequate’ maturity in both:
· establishing governance across all business systems for the identification and disposal of information assets (28% ‘rarely or never’ or ‘sometimes’); and
· implementing preservation strategies, procedures and activities to ensure information can be accessed, used and understood for as long as required (21% ‘rarely or never’ or ‘sometimes’).

[bookmark: _Ref82017232]Figure 6: Implementation of principle 1 (Information is valued) recommended actions in 2020
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*Proportion of relevant agencies who have submitted the approved management survey.
^Scale as shown.
Base: n=169 agencies.
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Principle 2 – Information is managed digitally
Ninety-seven per cent of agencies recorded adequate maturity in implementing principle 2: information is managed digitally of DC2020. This indicates that nearly all agencies are utilising digital work processes, including authorisations and approvals completed digitally, and create and manage information in a digital format.

Figure 7 shows that at least 93% of agencies recorded at least adequate maturity across both measured aspects of recommended action 7: information in analogue formats is migrated to digital format, where there is value for business. 

Maturity was, however, mixed for recommended action 6: Agencies’ business interactions, decisions and authorisations are recorded digitally. While 96% of agencies reported adoption of a digital by default approach at least often, there was scope for improvement regarding use of appropriate technologies to automate processes, with 18% of agencies indicating that this occurred only ‘rarely or never’ or ‘sometimes’.

[bookmark: _Ref82098956]Figure 7: Implementation of principle 2 (Information is managed digitally) recommended actions in 2020
[image: ]Base: n=169 agencies.

[bookmark: _Toc81982861]Principle 3 – Information, systems and processes are interoperable
Seventy per cent of agencies recorded adequate maturity in implementing principle 3: information, systems and processes are interoperable of DC2020, significantly lower than principles 1 and 2. This indicates that while a solid share of agencies are managing information based on relevant format and metadata standards and ensuring their business systems meet functional requirements, there is room for improvement.

Figure 8 shows that over one-fifth of agencies recorded ‘inadequate’ maturity in the measures associated with both recommended actions 8 and 9[footnoteRef:14], including: [14:  Note recommended action 10: Cross agency and whole of government processes incorporate information governance requirements and specifications under this principle was not measured in Checkup PLUS in 2020 as it relates to multi-agency initiatives that cannot be responded to by individual agencies at present.
] 

· adopting relevant metadata standards at the appropriate level (34% inadequate);
· collecting descriptive information (metadata) in line with the Information Management Standard (33% inadequate); and
· ensuring new or updated business systems and services (Software as a Service – SaaS) have the capacity to manage information in place for its whole life (27% inadequate).

Agencies having interoperable information, systems, and processes are key requirements for the Australian Government to achieve its digital transformation initiatives, which will improve share-ability and quality of information and reduce the impact of structural changes in government. As such, it will be important for agencies to develop greater maturity in this area over the coming period. 

[bookmark: _Ref82098971]Figure 8: Implementation of Priniciple 3 (Information, systems and processes are interoperable) recommended actions in 2020
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Base: n=169 agencies, with the exception of ‘Collect descriptive information (metadata) in line with the Information Management Standard’ which is n=166 agencies. 



[bookmark: _Toc81982862]Why mature information management matters: How DC2020 impacted on agencies’ ability to fulfil their role during the COVID-19 pandemic

The COVID-19 pandemic provides an important case study of the impact of effective information and data management on agencies’ abilities to respond to external shocks to their operating environment and how policies such as DC2020 can support agencies to continue to deliver outcomes efficiently and effectively.

Figure 9 shows that 40% of agencies indicated that the DC2020 Policy had a positive impact on their ability to respond to the impact of COVID‐19 on their information management processes and activities, while around half (51%) indicated it had no impact and 8% indicated it had a negative impact. 
[bookmark: _Ref81986669][bookmark: _Hlk82080477]Figure 9: Impact of DC2020 Policy requirements on the ability to respond to the impact of COVID-19 on information management processes and activities 
Base: n=169 agencies.

As outlined in the box below, many of the agencies citing a positive impact of DC2020 indicated that implementation of the policy prior to the pandemic had reduced the impact of COVID-19 on their information management processes and activities, as they could continue to operate as normal or had the systems in place to allow them to pivot with relative ease, particularly in transitioning staff to remote working. Key examples provided by agencies included:
· the policy prompted moving away from paper records, and with records already digitally available staff could easily access them remotely; and
· information management processes, systems and tools were already digital, minimising disruptions when working remotely. 




“The Agency was already advanced and progressing in its practical implementation of Digital Records and Information practices and DC2020 Policy which allowed the Agency to react to the changing needs of the organisation and Government, especially those related to physical distancing and associated remote working arrangements.” 





“As a result of DC2020, [the Agency] had increased capability of working with digital records. By working digitally, staff could access information no matter where they were working, ensuring work continued as normal during the COVID 19 period.” 

[image: ]


“The principles of DC2020 enabled the Office to work efficiently and innovatively during COVID-19, particularly during a period of 10 weeks when the majority of staff were required to work remotely. Having commenced our pathway to implementing the principles of DC2020 before COVID-19, staff were able to access, create and manage digital information while working remotely to continue to meet business requirements (principle 2). There were some accessibility issues, primarily due to the number of remote log-on licences available, but in the main, staff acknowledged and valued information as a strategic asset (principle 1). Processes were designed to reduce duplication and increase interoperability across the Office (principle 3).” 












Of the 14 agencies who indicated that DC2020 had a negative impact, the main reasons provided implied that the pandemic affected their ability to implement DC2020, rather than the policy having a negative impact on their ability to respond to COVID-19. Key examples provided by these agencies included:
· re-prioritisation required to address the immediate impacts of COVID-19 – such as the need to support staff transitioning to remote working and secondment of staff – resulted in not having sufficient resources to focus on both DC2020 implementation and the impacts of COVID-19; and
· having to work remotely impacted the ability to implement DC2020 (e.g. inability to access physical records meant they could not be digitised).
The comments of one agency did suggest a negative impact of DC2020 requirements on their ability to respond to the impact of COVID-19 on information management processes and activities, indicating it added cost and complexity in “providing cloud and bespoke applications to service the Government’s COVID-19 response.”


“Small organisation has meant that redirection of resources to deal with impact of COVID-19 has had a negative impact on ability to implement DC2020 policy.” 


[image: ]“We are a small agency and working remotely and focusing on delivering core business requirements meant that things like senior officers responsible for information governance individually joining a professional association to support their continuing professional development did not happen.” 

development did not happen..” (Negative impact)



“Information Management staff reside in Melbourne, where work-from-home restrictions were enforced for a significant period of 2020. This resulted in a number of activities being put on hold in order to support the agency in working from home initiatives and support.” 






Almost one-third (31%) of agencies reported that there were certain information management activities that could not be undertaken due to COVID-19. These agencies commonly highlighted work at home requirements preventing them from accessing sites where physical records could be transported or disposed of. This analysis, along with feedback from the agencies who found the DC2020 policy had a positive impact when responding to COVID-19 conditions (outlined above), suggests that agencies who had already adhered to the policy’s principle of information being managed digitally prior to COVID-19 were better placed to minimise disruption in their business activities once the pandemic began (see also the analysis on page 25 on the different impacts of COVID-19 for agencies with the highest and lowest overall maturity levels). 

As evidenced earlier in this section, having effective information and data management already in place can help agencies react to external shocks, and continue to deliver outcomes efficiently and effectively. Furthermore, it can prove challenging for agencies to implement policies like DC2020 after the start of an external shock, due to the disruption of that shock and the required diversion of resources to other priorities. This indicates the importance of implementing and updating the appropriate systems, processes and information management procedures progressively before such events occur to ensure business continuity. 


[bookmark: _Toc81982863]Supporting organisations to improve their information management maturity

The 2020 survey highlighted differences in the characteristics and experiences of agencies that recorded the highest and lowest maturity levels in 2020. This analysis highlights several factors that are most strongly associated with variations in maturity levels between these agencies and points to potential opportunities to target assistance and support to agencies with the most scope for improvement.

Figure 10, Figure 11 and Figure 12 present a comparison of key survey results and agency characteristics between the ten ‘high maturity’ agencies that recorded an overall information maturity level of 5 (indicating better practice activities are undertaken ‘almost always or always’) and the thirteen ‘low maturity’ agencies that recorded an overall information maturity level of 2 (indicating better practice activities are undertaken only ‘sometimes’).

Characteristics of high and low maturity agencies

Figure 10 shows that high maturity agencies recorded consistent adoption of better practice strategies and practices across all information management domains, including in domain areas with the most scope for improvement for the broader sector. 

In contrast, low maturity agencies recorded an inconstant pattern of implementation of better practice strategies and policies. While a majority of these agencies recorded adequate maturity in digital operations (85%) and information creation (69%), well under half of these agencies recorded adequate ratings for the other four domains, including less than 10% for interoperability (8%) and disposing (0%). 
[bookmark: _Ref82872743]Figure 10: Information management maturity ratings by domain of agencies with the highest and lowest overall maturity
[image: ]




High and low maturity agencies had a considerably different profile of record volumes and were at a different stage of digital transition. In particular, 100% of high maturity agencies were managing digital by default at least often compared with 77% of low maturity agencies. This was reflected in the two groups of agencies having similar digital record volumes but high maturity agencies having a much lower volume of paper records than low maturity agencies[footnoteRef:15]. High maturity agencies also held 96% of their digital records in a controlled environment[footnoteRef:16], compared with 0% for low maturity agencies. [15:  Both measures refer to non-Audio Visual (AV) records. AV record volumes were much higher for high maturity agencies than low maturity agencies both in digital and physical form, although the ratio of the volume of records between these two cohorts of agencies was much greater for digital AV records than physical AV records, reflecting greater focus on digital information management in high maturity agencies.]  [16:  The proportion of ‘controlled’ records is defined as the share of records held by agencies with known Retain as National Archives (RNA) status.] 


There was also a stark contrast in the implementation of information management policies and governance processes between high and low maturity agencies. Figure 11 and Figure 12 show that:
· all high maturity agencies had a formal governance mechanism that ensures information management requirements are considered in decision making, compared with 8% of low maturity agencies;
· all high maturity agencies had at least seven of the 10 key information management policies in place, compared with 15% of low maturity agencies;
· 90% of high maturity agencies had undertaken an information audit in the last 5 years, compared with 15% of low maturity agencies;
· 70% of high maturity agencies had a CIGO at an SES level, compared with 38% of low maturity agencies; and
· all high maturity agencies indicated they had adequate or higher senior management support for digital information as a business priority, compared with 85% of low maturity agencies.

These figures also show that there were only a few notable differences in the underlying characteristics between these two groups of agencies, most notably:
· the high maturity agencies were all in the micro or small size category and the lowest performing agencies included agencies in all size categories; and
· the high maturity agencies included a higher share of specialist agencies, regulatory and scientific or research agencies, while the low maturity agencies included smaller operational, larger operational and cultural or heritage organisations.

This analysis suggests that the most effective support for lower performing agencies may involve facilitating the implementation of key governance strategies and processes that require a holistic approach to information and data management. This could support a more consistent application of better practice information strategies within these agencies and more regular consideration and prioritisation of information management issues amongst agency decision makers. In addition, assistance could also be targeted to better understand and address the specific barriers to interoperability and disposing of information amongst these agencies.
[bookmark: _Ref82088321]Figure 11: Profile of agencies with the highest information management maturity 
[image: ]

[bookmark: _Ref82088322]Figure 12: Profile of agencies with the lowest information management maturity
[image: ]


Impact of the COVID-19 pandemic on high and low maturity agencies

[bookmark: COVID19_topbot_analysis]There were also indications that differing levels of maturity may impact the breadth of impact that external shocks, such as COVID-19, may have on an agency. While COVID-19 impeded the undertaking of certain information management activities for a subset of both high (30%) and low (25%) maturity agencies, for high maturity agencies this impact was largely limited to not being able to undertake certain disposal activities. In contrast, low maturity agencies reported a wider range of activities being impacted, including: information governance; interoperability; storage and preservation; and disposal activities.
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